netrepsglobal.com

a powerful tool

Gatwickconnect Ltd operating as netrepsglobal.com
Data Protection Policy
01 October 2011

Table of Contents

Page
Data Protection Policy Applicable to Partners .........cccccevvceiiiiieeeeiveicieee e, 2
Data Protection Policy Applicable to EMpPIOYEES ............cveeeviiieiviiiiiiiiiieeeee, 7




netrepsglobal.com

a powerful tool

Data Protection Policy
Applicable to Partners

1. Introduction

THIS DOCUMENT SETS OUT THE OBLIGATIONS OF NETREPGLOBAL.COM WITH
REGARD TO DATA PROTECTION AND THE RIGHTS OF PEOPLE WITH WHOM IT
WORKS IN RESPECT OF THEIR PERSONAL DATA UNDER THE DATA PROTECTION
ACT 1998 (“THE ACT”).

THIS POLICY SHALL SET OUT PROCEDURES WHICH ARE TO BE FOLLOWED WHEN
DEALING WITH PERSONAL DATA. THE PROCEDURES SET OUT HEREIN MUST BE
FOLLOWED BY THE COMPANY, ITS EMPLOYEES, CONTRACTORS, AGENTS,
CONSULTANTS, PARTNERS OR OTHER PARTIES WORKING ON BEHALF OF THE
COMPANY.

THE COMPANY VIEWS THE CORRECT AND LAWFUL HANDLING OF PERSONAL DATA
AS KEY TO ITS SUCCESS AND DEALINGS WITH THIRD PARTIES. THE COMPANY
SHALL ENSURE THAT IT HANDLES ALL PERSONAL DATA CORRECTLY AND
LAWFULLY.

2. The Data Protection Principles

THIS POLICY AIMS TO ENSURE COMPLIANCE WITH THE ACT. THE ACT SETS OUT
EIGHT PRINCIPLES WITH WHICH ANY PARTY HANDLING PERSONAL DATA MUST
COMPLY. ALL PERSONAL DATA:

2.1 Must be processed fairly and lawfully (and shall not be processed unless certain
conditions are met);

2.2 Must be obtained only for specified and lawful purposes and shall not be processed
in any manner which is incompatible with those purposes;

2.3 Must be adequate, relevant and not excessive with respect to the purposes for which
it is processed;

24 Must be accurate and, where appropriate, kept up-to-date;

25 Must be kept for no longer than is necessary in light of the purpose(s) for which it is
processed;

2.6 Must be processed in accordance with the rights of data subjects under the Act;

2.7 Must be protected against unauthorised or unlawful processing, accidental loss,
destruction or damage through appropriate technical and organisational measures;
and

2.8 Must not be transferred to a country or territory outside of the European Economic
Area unless that country or territory ensures an adequate level of protection for the
rights and freedoms of data subjects in relation to the processing of personal data.
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3. Rights of Data Subjects

UNDER THE ACT, DATA SUBJECTS HAVE THE FOLLOWING RIGHTS:

o The right to be informed that their personal data is being processed;

o The right to access any of their personal data held by the Company within 40
days of making a request;

o The right to prevent the processing of their personal data in limited
circumstances; and

o The right to rectify, block, erase or destroy incorrect personal data.

4, Personal Data

PERSONAL DATA IS DEFINED BY THE ACT AS DATA WHICH RELATES TO A LIVING
INDIVIDUAL WHO CAN BE IDENTIFIED FROM THAT DATA OR FROM THAT DATA AND
OTHER INFORMATION WHICH IS IN THE POSSESSION OF, OR IS LIKELY TO COME
INTO THE POSSESSION OF, THE DATA CONTROLLER, AND INCLUDES ANY
EXPRESSION OF OPINION ABOUT THE INDIVIDUAL AND ANY INDICATION OF THE
INTENTIONS OF THE DATA CONTROLLER OR ANY OTHER PERSON IN RESPECT OF
THE INDIVIDUAL.

THE ACT ALSO DEFINES “SENSITIVE PERSONAL DATA” AS PERSONAL DATA
RELATING TO THE RACIAL OR ETHNIC ORIGIN OF THE DATA SUBJECT,; THEIR
POLITICAL OPINIONS; THEIR RELIGIOUS (OR SIMILAR) BELIEFS; TRADE UNION
MEMBERSHIP; THEIR PHYSICAL OR MENTAL HEALTH CONDITION; THEIR SEXUAL
LIFE; THE COMMISSION OR ALLEGED COMMISSION BY THEM OF ANY OFFENCE; OR
ANY PROCEEDINGS FOR ANY OFFENCE COMMITTED OR ALLEGED TO HAVE BEEN
COMMITTED BY THEM, THE DISPOSAL OF SUCH PROCEEDINGS OR THE SENTENCE
OF ANY COURT IN SUCH PROCEEDINGS.

THE COMPANY ONLY HOLDS PERSONAL DATA WHICH IS DIRECTLY RELEVANT TO
ITS DEALINGS WITH A GIVEN DATA SUBJECT. THAT DATA WILL BE HELD AND
PROCESSED IN ACCORDANCE WITH THE DATA PROTECTION PRINCIPLES AND
WITH THIS POLICY. THE FOLLOWING DATA MAY BE COLLECTED, HELD AND
PROCESSED BY THE COMPANY FROM TIME TO TIME:

o Full Name, Address, Contact Details

5. Processing Personal Data

ANY AND ALL PERSONAL DATA COLLECTED BY THE COMPANY (INCLUDING THAT
DETAILED IN SECTION 4 OF THIS POLICY) IS COLLECTED IN ORDER TO ENSURE
THAT THE COMPANY CAN FACILITATE EFFICIENT TRANSACTIONS WITH THIRD
PARTIES INCLUDING, BUT NOT LIMITED TO, ITS CUSTOMERS, PARTNERS,
ASSOCIATES AND AFFILIATES AND EFFICIENTLY MANAGE ITS EMPLOYEES,
CONTRACTORS, AGENTS AND CONSULTANTS. PERSONAL DATA SHALL ALSO BE
USED BY THE COMPANY IN MEETING ANY AND ALL RELEVANT OBLIGATIONS
IMPOSED BY LAW.

PERSONAL DATA MAY BE DISCLOSED WITHIN THE COMPANY. PERSONAL DATA
MAY BE PASSED FROM ONE DEPARTMENT TO ANOTHER IN ACCORDANCE WITH
THE DATA PROTECTION PRINCIPLES AND THIS POLICY. UNDER NO
CIRCUMSTANCES WILL PERSONAL DATA BE PASSED TO ANY DEPARTMENT OR
ANY INDIVIDUAL WITHIN THE COMPANY THAT DOES NOT REASONABLY REQUIRE
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ACCESS TO THAT PERSONAL DATA WITH RESPECT TO THE PURPOSE(S) FOR
WHICH IT WAS COLLECTED AND IS BEING PROCESSED.
THE COMPANY SHALL ENSURE THAT:

o All personal data collected and processed for and on behalf of the Company by
any party is collected and processed fairly and lawfully;

o Data subjects are made fully aware of the reasons for the collection of personal
data and are given details of the purpose for which the data will be used,;

o Personal data is only collected to the extent that is necessary to fulfil the stated
purpose(s);

o All personal data is accurate at the time of collection and kept accurate and up-
to-date while it is being held and / or processed,;

o No personal data is held for any longer than necessary in light of the stated
purpose(s);

o All personal data is held in a safe and secure manner, taking all appropriate
technical and organisational measures to protect the data;

o All personal data is transferred using secure means, electronically or otherwise;

o No personal data is transferred outside of the UK or EEA (as appropriate)
without first ensuring that appropriate safeguards are in place in the destination
country or territory; and

o All data subjects can exercise their rights set out above in Section 3 and more
fully in the Act.

6. Data Protection Procedures

THE COMPANY SHALL ENSURE THAT ALL OF ITS EMPLOYEES, CONTRACTORS,
AGENTS, CONSULTANTS, PARTNERS OR OTHER PARTIES WORKING ON BEHALF OF
THE COMPANY COMPLY WITH THE FOLLOWING WHEN PROCESSING AND / OR
TRANSMITTING PERSONAL DATA:

o All emails containing personal data must be encrypted;

o Personal data may be transmitted over secure networks only — transmission over
unsecured networks is not permitted in any circumstances;

o Personal data may not be transmitted over a wireless network if there is a wired
alternative that is reasonably practicable;

o Personal data contained in the body of an email, whether sent or received,
should be copied from the body of that email and stored securely. The email
itself should be deleted. All temporary files associated therewith should also be
deleted;

o Where Personal data is to be sent by facsimile transmission the recipient should
be informed in advance of the transmission and should be waiting by the fax
machine to receive the data;

o Where Personal data is to be transferred in hardcopy form it should be passed
directly to the recipient. Using an intermediary is not permitted;

o All hardcopies of personal data should be stored securely in a locked box,
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7.

drawer, cabinet or similar;

All electronic copies of personal data should be stored securely using passwords
and suitable data encryption, where possible on a drive or server which cannot
be accessed via the internet; and

All passwords used to protect personal data should be changed regularly and
should not use words or phrases which can be easily guessed or otherwise
compromised.

Organisational Measures

THE COMPANY SHALL ENSURE THAT THE FOLLOWING MEASURES ARE TAKEN
WITH RESPECT TO THE COLLECTION, HOLDING AND PROCESSING OF PERSONAL

DATA:

A designated officer (“the Designated Officer”) within the Company shall be
appointed with the specific responsibility of overseeing data protection and
ensuring compliance with the Act.

All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company are made fully aware of both their individual
responsibilities and the Company’s responsibilities under the Act and shall be
furnished with a copy of this Policy.

All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be appropriately trained to
do so.

All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be appropriately
supervised.

Methods of collecting, holding and processing personal data shall be regularly
evaluated and reviewed.

The Performance of those employees, contractors, agents, consultants, partners
or other parties working on behalf of the Company handling personal data shall
be regularly evaluated and reviewed.

All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be bound to do so in
accordance with the principles of the Act and this Policy by contract. Failure by
any employee to comply with the principles or this Policy shall constitute a
disciplinary offence. Failure by any contractor, agent, consultant, partner or
other party to comply with the principles or this Policy shall constitute a breach of
contract. In all cases, failure to comply with the principles or this Policy may also
constitute a criminal offence under the Act.

All contractors, agents, consultants, partners or other parties working on behalf
of the Company handling personal data must ensure that any and all of their
employees who are involved in the processing of personal data are held to the
same conditions as those relevant employees of the Company arising out of this
Policy and the Act.
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o Where any contractor, agent, consultant, partner or other party working on behalf
of the Company handling personal data fails in their obligations under this Policy
that party shall indemnify and hold harmless the Company against any costs,
liability, damages, loss, claims or proceedings which may arise out of that failure.

8. Access by Data Subjects

A DATA SUBJECT MAY MAKE A SUBJECT ACCESS REQUEST (“SAR”) AT ANY TIME
TO SEE THE INFORMATION WHICH THE COMPANY HOLDS ABOUT THEM.

o SARs must be made in writing, accompanied by the correct fee.

o The Company currently requires a fee of £10 (the statutory maximum) with all
SARs. [A fee of £2 shall be required for access to a credit file.]

Upon receipt of a SAR the Company shall have a maximum period of 40 days within which
to respond. The following information will be provided to the data subject:

o Whether or not the Company holds any personal data on the data subject;
o A description of any personal data held on the data subject;

o Details of what that personal data is used for;

o Details of any third-party organisations that personal data is passed to; and
o Details of any technical terminology or codes.

9. Notification to the Information Commissioner’s Office

AS A DATA CONTROLLER, THE COMPANY IS REQUIRED TO NOTIFY THE
INFORMATION COMMISSIONER'’S OFFICE THAT IT IS PROCESSING PERSONAL
DATA. THE COMPANY IS REGISTERED IN THE REGISTER OF DATA CONTROLLERS.
DATA CONTROLLERS MUST RENEW THEIR NOTIFICATION WITH THE INFORMATION
COMMISSIONER'’S OFFICE ON AN ANNUAL BASIS. FAILURE TO NOTIFY
CONSTITUTES A CRIMINAL OFFENCE.

ANY CHANGES TO THE REGISTER MUST BE NOTIFIED TO THE INFORMATION
COMMISSIONER'’S OFFICE WITHIN 28 DAYS OF TAKING PLACE.

THE DESIGNATED OFFICER SHALL BE RESPONSIBLE FOR NOTIFYING AND
UPDATING THE INFORMATION COMMISSIONER’S OFFICE.

10. Implementation of Policy

THIS POLICY SHALL BE DEEMED EFFECTIVE AS OF 01 OCTOBER 2011. NO PART OF
THIS POLICY SHALL HAVE RETROACTIVE EFFECT AND SHALL THUS APPLY ONLY
TO MATTERS OCCURRING ON OR AFTER THIS DATE.

THIS POLICY HAS BEEN APPROVED & AUTHORISED BY:

Name: Paul Mitchell
Position: Director
Date: 26 September 2011
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Data Protection Policy
Applicable to Employees

1. Introduction

THIS DOCUMENT SETS OUT THE OBLIGATIONS OF NETREPSGLOBAL.COM WITH
REGARD TO DATA PROTECTION AND THE RIGHTS OF PEOPLE WITH WHOM IT
WORKS IN RESPECT OF THEIR PERSONAL DATA UNDER THE DATA PROTECTION
ACT 1998 (“THE ACT”).

THIS POLICY SHALL SET OUT PROCEDURES WHICH ARE TO BE FOLLOWED WHEN
DEALING WITH PERSONAL DATA, AS DEFINED BELOW. THE PROCEDURES SET
OUT HEREIN MUST BE FOLLOWED BY THE COMPANY, ITS EMPLOYEES,
CONTRACTORS, AGENTS, CONSULTANTS, PARTNERS OR OTHER PARTIES
WORKING ON BEHALF OF THE COMPANY.

THE COMPANY VIEWS THE CORRECT AND LAWFUL HANDLING OF PERSONAL DATA
AS KEY TO ITS SUCCESS AND DEALINGS WITH THIRD PARTIES AND ITS
EMPLOYEES. THE COMPANY SHALL ENSURE THAT IT HANDLES ALL PERSONAL
DATA CORRECTLY AND LAWFULLY.

2. The Data Protection Principles

THIS POLICY AIMS TO ENSURE COMPLIANCE WITH THE ACT. THE ACT SETS OUT
EIGHT PRINCIPLES WITH WHICH ANY PARTY HANDLING PERSONAL DATA MUST
COMPLY. ALL PERSONAL DATA:

2.1 Must be processed fairly and lawfully (and shall not be processed unless certain
conditions are met);

2.2 Must be obtained only for specified and lawful purposes and shall not be processed
in any manner which is incompatible with those purposes;

2.3 Must be adequate, relevant and not excessive with respect to the purposes for which
it is processed;

2.4 Must be accurate and, where appropriate, kept up-to-date;

25 Must be kept for no longer than is necessary in light of the purpose(s) for which it is
processed;

2.6 Must be processed in accordance with the rights of data subjects under the Act;

2.7 Must be protected against unauthorised or unlawful processing, accidental loss,
destruction or damage through appropriate technical and organisational measures;
and

2.8 Must not be transferred to a country or territory outside of the European Economic
Area unless that country or territory ensures an adequate level of protection for the
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rights and freedoms of data subjects in relation to the processing of personal data.

3. Rights of Data Subjects

UNDER THE ACT, DATA SUBJECTS HAVE THE FOLLOWING RIGHTS:

o The right to be informed that their personal data is being processed;

o The right to access any of their personal data held by the Company within 40
days of making a request;

o The right to prevent the processing of their personal data in limited
circumstances; and

o The right to rectify, block, erase or destroy incorrect personal data.

4, Personal Data

PERSONAL DATA IS DEFINED BY THE ACT AS DATA WHICH RELATES TO A LIVING
INDIVIDUAL WHO CAN BE IDENTIFIED FROM THAT DATA OR FROM THAT DATA AND
OTHER INFORMATION WHICH IS IN THE POSSESSION OF, OR IS LIKELY TO COME
INTO THE POSSESSION OF, THE DATA CONTROLLER, AND INCLUDES ANY
EXPRESSION OF OPINION ABOUT THE INDIVIDUAL AND ANY INDICATION OF THE
INTENTIONS OF THE DATA CONTROLLER OR ANY OTHER PERSON IN RESPECT OF
THE INDIVIDUAL.

THE ACT ALSO DEFINES “SENSITIVE PERSONAL DATA” AS PERSONAL DATA
RELATING TO THE RACIAL OR ETHNIC ORIGIN OF THE DATA SUBJECT,; THEIR
POLITICAL OPINIONS; THEIR RELIGIOUS (OR SIMILAR) BELIEFS; TRADE UNION
MEMBERSHIP; THEIR PHYSICAL OR MENTAL HEALTH CONDITION; THEIR SEXUAL
LIFE; THE COMMISSION OR ALLEGED COMMISSION BY THEM OF ANY OFFENCE; OR
ANY PROCEEDINGS FOR ANY OFFENCE COMMITTED OR ALLEGED TO HAVE BEEN
COMMITTED BY THEM, THE DISPOSAL OF SUCH PROCEEDINGS OR THE SENTENCE
OF ANY COURT IN SUCH PROCEEDINGS.

THE COMPANY ONLY HOLDS PERSONAL DATA WHICH IS DIRECTLY RELEVANT TO
ITS EMPLOYEES. THAT DATAWILL BE HELD AND PROCESSED IN ACCORDANCE
WITH THE DATA PROTECTION PRINCIPLES AND WITH THIS POLICY. THE
FOLLOWING DATA MAY BE COLLECTED, HELD AND PROCESSED BY THE COMPANY:

o ldentification information relating to employees including, but not limited to,
names and contact details;

o Equal opportunities monitoring information including age, gender, race,
nationality and religion;

o Health records including details of sick leave, medical conditions, disabilities and
prescribed medication;

o Employment records including, but not limited to, interview notes, curricula vitae,
application forms, assessments, performance reviews and similar documents;

o Details of salaries including increases, bonuses, commission, overtime, benefits
and expenses;

o Records of disciplinary matters including reports and warnings, both formal and
informal;

o Details of grievances including documentary evidence, notes from interviews,
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procedures followed and outcomes

5. Health Records

THE COMPANY DOES NOT HOLD HEALTH RECORDS ON EMPLOYEES.

6. Benefits

IN CASES WHERE EMPLOYEES ARE ENROLLED IN BENEFIT SCHEMES WHICH ARE
PROVIDED BY THE COMPANY (INCLUDING, BUT NOT LIMITED TO, PENSIONS AND
HEALTHCARE) IT MAY BE NECESSARY FROM TIME TO TIME FOR THIRD PARTY
ORGANISATIONS TO COLLECT PERSONAL DATA FROM RELEVANT EMPLOYEES.
PRIOR TO COLLECTION, EMPLOYEES WILL BE FULLY INFORMED OF THE
PERSONAL DATA THAT IS TO BE COLLECTED, THE REASONS FOR ITS COLLECTION,
AND THE WAY(S) IN WHICH IT WILL BE PROCESSED.

THE COMPANY SHALL NOT USE ANY SUCH DATA EXCEPT INSOFAR AS IS
NECESSARY IN THE ADMINISTRATION OF RELEVANT BENEFITS SCHEMES.

7. Trade Unions

THE COMPANY WILL PROVIDE THE FOLLOWING PERSONAL DATA CONCERNING
RELEVANT EMPLOYEES TO BONA FIDE TRADE UNIONS WHERE THOSE UNIONS
ARE RECOGNISED BY THE COMPANY. THE FOLLOWING DATA WILL BE SUPPLIED:

o Name;
o Job Description;.

All employees have the right to request that their personal data is not supplied to trade
unions under this Section.

8. Monitoring

THE COMPANY MAY FROM TIME TO TIME MONITOR THE ACTIVITIES OF
EMPLOYEES. SUCH MONITORING MAY INCLUDE, BUT WILL NOT NECESSARILY BE
LIMITED TO, INTERNET AND EMAIL MONITORING. ANY EMPLOYEE THAT IS TO BE

MONITORED SHALL BE INFORMED IN ADVANCE OF SUCH MONITORING.

UNDER NO CIRCUMSTANCES WILL MONITORING INTERFERE WITH AN EMPLOYEE'S
NORMAL DUTIES.
THE COMPANY SHALL USE ITS BEST AND REASONABLE ENDEAVOURS TO ENSURE
THAT THERE IS NO INTRUSION UPON EMPLOYEES’ PERSONAL COMMUNICATIONS
OR ACTIVITIES AND UNDER NO CIRCUMSTANCES WILL MONITORING TAKE PLACE
OUTSIDE OF THE EMPLOYEE’'S NORMAL PLACE OF WORK OR WORK HOURS.

9. Processing Personal Data

ANY AND ALL EMPLOYEES’ PERSONAL DATA COLLECTED BY THE COMPANY IS
COLLECTED IN ORDER TO ENSURE THAT THE COMPANY CAN EFFICIENTLY
MANAGE ITS EMPLOYEES AND CONFORM WITH ITS EQUAL OPPORTUNITIES
OBLIGATIONS. PERSONAL DATA SHALL ALSO BE USED BY THE COMPANY IN

MEETING ANY AND ALL RELEVANT OBLIGATIONS IMPOSED BY LAW.

PERSONAL DATA MAY BE DISCLOSED WITHIN THE COMPANY. PERSONAL DATA

MAY BE PASSED FROM ONE DEPARTMENT TO ANOTHER IN ACCORDANCE WITH

9
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THE DATA PROTECTION PRINCIPLES AND THIS POLICY. UNDER NO
CIRCUMSTANCES WILL PERSONAL DATA BE PASSED TO ANY DEPARTMENT OR
ANY INDIVIDUAL WITHIN THE COMPANY THAT DOES NOT REASONABLY REQUIRE
ACCESS TO THAT PERSONAL DATA IN VIEW OF THE PURPOSE(S) FOR WHICH IT
WAS COLLECTED AND IS BEING PROCESSED.

THE COMPANY SHALL ENSURE THAT:

o All personal data collected and processed for and on behalf of the Company by
any party is collected and processed fairly and lawfully;

o Employees are made fully aware of the reasons for the collection of personal
data and are given details of the purpose for which the data will be used,;

o Personal data is only collected to the extent that is necessary to fulfil the stated
purpose(s);

o All personal data is accurate at the time of collection and kept accurate and up-
to-date while it is being held and / or processed,;

o No personal data is held for any longer than necessary in light of the stated
purpose(s);

o All personal data is held in a safe and secure manner, taking all appropriate
technical and organisational measures to protect the data;

o All personal data is transferred using secure means, electronically or otherwise;

o No personal data is transferred outside of the UK or EEA (as appropriate)
without first ensuring that appropriate safeguards are in place in the destination
country or territory; and

o All employees can exercise their rights set out above in Section 3 and more fully
in the Act.

10. Data Protection Procedures

THE COMPANY SHALL ENSURE THAT ALL OF ITS EMPLOYEES, CONTRACTORS,
AGENTS, CONSULTANTS, PARTNERS OR OTHER PARTIES WORKING ON BEHALF OF
THE COMPANY COMPLY WITH THE FOLLOWING WHEN PROCESSING AND / OR
TRANSMITTING PERSONAL DATA:

o All emails containing personal data must be encrypted;

o Personal data may be transmitted over secure networks only — transmission over
unsecured networks is not permitted in any circumstances;

o Personal data may not be transmitted over a wireless network if there is a wired
alternative that is reasonably practicable;

o Personal data contained in the body of an email, whether sent or received,
should be copied from the body of that email and stored securely. The email
itself should be deleted. All temporary files associated therewith should also be
deleted;

o Where personal data is to be sent by facsimile transmission the recipient should
be informed in advance of the transmission and should be waiting by the fax
machine to receive the data;

o  Where personal data is to be transferred in hardcopy form it should be passed

10
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directly to the recipient. Using an intermediary is not permitted;

o All hardcopies of personal data should be stored securely in a locked box,
drawer, cabinet or similar;

o All electronic copies of personal data should be stored securely using passwords
and suitable data encryption, where possible on a drive or server which cannot
be accessed via the internet; and

o All passwords used to protect personal data should be changed regularly and
should not use words or phrases which can be easily guessed or otherwise
compromised.

11. Organisational Measures

THE COMPANY SHALL ENSURE THAT THE FOLLOWING MEASURES ARE TAKEN
WITH RESPECT TO THE COLLECTION, HOLDING AND PROCESSING OF PERSONAL
DATA:

o A designated officer (“the Designated Officer”) within the Company shall be
appointed with the specific responsibility of overseeing data protection and
ensuring compliance with the Act.

o All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company are made fully aware of both their individual rights and
responsibilities and the Company’s responsibilities under the Act and shall be
furnished with a copy of this Policy.

o All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be appropriately trained to
do so.

o All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be appropriately
supervised.

o Methods of collecting, holding and processing personal data shall be regularly
evaluated and reviewed.

o All personal data shall be kept up-to-date. If an employee’s personal data
changes the employee shall be under a duty to inform their line Manger of those
changes.

o Any personal data which is out-of-date or no longer required shall be deleted or
otherwise destroyed.

o The Performance of those employees, contractors, agents, consultants, partners
or other parties working on behalf of the Company handling personal data shall
be regularly evaluated and reviewed.

o All employees, contractors, agents, consultants, partners or other parties working
on behalf of the Company handling personal data will be bound to do so in
accordance with the principles of the Act and this Policy by contract. Failure by
any employee to comply with the principles or this Policy shall constitute a
disciplinary offence. Failure by any contractor, agent, consultant, partner or
other party to comply with the principles or this Policy shall constitute a breach of
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contract. In all cases, failure to comply with the principles or this Policy may also
constitute a criminal offence under the Act.

o All contractors, agents, consultants, partners or other parties working on behalf
of the Company handling personal data must ensure that any and all of their
employees who are involved in the processing of personal data are held to the
same conditions as those relevant employees of the Company arising out of this
Policy and the Act.

o Where any contractor, agent, consultant, partner or other party working on behalf
of the Company handling personal data fails in their obligations under this Policy
that party shall indemnify and hold harmless the Company against any costs,
liability, damages, loss, claims or proceedings which may arise out of that failure.

12. Access by Data Subjects

A DATA SUBJECT MAY MAKE A SUBJECT ACCESS REQUEST (“SAR”) AT ANY TIME
TO SEE THE INFORMATION WHICH THE COMPANY HOLDS ABOUT THEM.

o SARs must be made in writing, accompanied by the correct fee.

o The Company currently requires a fee of £10 (the statutory maximum) with all
SARs.

Upon receipt of a SAR the Company shall have a maximum period of 40 days within which
to respond. The following information will be provided to the data subject:

o  Whether or not the Company holds any personal data on the data subject;
o A description of any personal data held on the data subject;

o Details of what that personal data is used for;

o Details of any third-party organisations that personal data is passed to; and
o Details of any technical terminology or codes.

13. Employee Records and Retention

THE COMPANY SHALL RETAIN ALL EMPLOYEE RECORDS FOLLOWING THE END OF
EMPLOYMENT FOR THE FOLLOWING PERIODS:

PERSONNEL & EMPLOYMENT HISTORY 5 YEARS

14. Notification to the Information Commissioner’s Office

AS A DATA CONTROLLER, THE COMPANY IS REQUIRED TO NOTIFY THE
INFORMATION COMMISSIONER'’S OFFICE THAT IT IS PROCESSING PERSONAL
DATA. THE COMPANY IS REGISTERED IN THE REGISTER OF DATA CONTROLLERS.
DATA CONTROLLERS MUST RENEW THEIR NOTIFICATION WITH THE INFORMATION
COMMISSIONER'’S OFFICE ON AN ANNUAL BASIS. FAILURE TO NOTIFY
CONSTITUTES A CRIMINAL OFFENCE.
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ANY CHANGES TO THE REGISTER MUST BE NOTIFIED TO THE INFORMATION
COMMISSIONER'’S OFFICE WITHIN 28 DAYS OF TAKING PLACE.
THE DESIGNATED OFFICER SHALL BE RESPONSIBLE FOR NOTIFYING AND
UPDATING THE INFORMATION COMMISSIONER’S OFFICE.

15. Implementation of Policy

THIS POLICY SHALL BE DEEMED EFFECTIVE AS OF 01 OCTOBER 2011. NO PART OF
THIS POLICY SHALL HAVE RETROACTIVE EFFECT AND SHALL THUS APPLY ONLY
TO MATTERS OCCURRING ON OR AFTER THIS DATE.

THIS POLICY HAS BEEN APPROVED & AUTHORISED BY:

Name: PAUL MITCHELL
Position: DIRECTOR
Date: 27 SEPTEMBER 2011
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